Bosch Global Software Technologies GmbH BOSCH
Bosch loT Suite Portal Data Processing Under Commission
Agreement — Appendix 4 Subprocessors

Last amended: 29.01.2021

This agreement applies for data processing under commission for personal data to the use of software applications on
the basis of Software as a Service (SaaS) by Bosch Global Software Technologies GmbH, Léwentorstr. 72-76, 70376
Stuttgart, Germany,(hereinafter: “Provider (Data Processor)” to the customer (hereinafter: “Customer (Data

Controller”). Customer and Provider hereinafter collectively referred to as "Parties" and individually as "Party".

1. Subprocessors of the Provider

Company name, direction of the

Content of assignment (Scope

Place of data

Transmission of/access to

subprocessor and nomination of of the commission by the Data processing personal data of the Data
possible data protection processor) controller (category of data
officer/contract partner for data and data subjects)
protection questions
Amazon Web Services, INC. Compute, Storage and Frankfurt / Germany Categories of data:

11 410 Terry Avenue North Content Delivery. employees of customer, end
Seattle, WA 98109-5210 Ireland user, customer’s customer,
United States of America employees of customer’s

customer, customer’s
business partners,
employees of customer’s
business partners
MongoDB ltd. Storage, manipulation and Frankfurt / Germany Categories of data: User

1.2, 3 Floor, 3 Shelbourne Buildings, retrieval of data. Data, user identities, user
Ballsbridge device identities and
Dublin 4 associations, user device
Ireland data, other user provided

data for data controllers
customers.
84codes AB Storage and forwarding of Frankfurt/ Germany Categories of data: User
13. Sveavagen98 2TR. information in the purpose of Data, user identities, user
11350 Stockholm messaging as an internal device identities and
Sweden infrastructure service. associations, user device
data, other user provided
data for data controllers
customers.

Red Hat Limited Storage and forwarding of Frankfurt / Germany Categories of data: User

1.4 6700 Cork Airport Business Park, information in the purpose of device identities and
Kinsale Road, Cork messaging as an internal associations, user device
Ireland infrastructure service. data, other user provided

data for data controllers
customers.

15 Robert Bosch GmbH Provision of IT-Services inthe = Stuttgart/ Germany Types of Personal Data

Corporate Sector Information
Systems and Services (Cl)
Postfach 30 02 20

70447 Stuttgart

field of “BICS-Services”
(Bosch Internet of Things
Cloud-Services) in the Data
Center Germany including but
not limited to:

(i) Platform as a Service, e.g.
provision of Mail-Service, and

(ii) Infrastructure as a Service,
e.g. hosting, monitoring,
change management and sup-
port/trouble shooting including
documentation of all
operational proceedings for all
of the above services,
applications or IT infrastructure

(iii) operation of solutions
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depend on applied Services
and uploaded data from
data controller’s customer.
The following categories of
individuals are affected:
users and end users, data
controller’s customers, data
controller’s business
partners, employees of data
controller, employees of
data controller’s customers,
employees of data
controller’s business
partners



Microsoft Ireland Operations Ltd., Compute, Storage and Netherlands
1.6. carmanhall Road, Sandyford Ind Content Delivery
Est, Dublin 18, Dublin, Ireland

Bosch.IO EOOD Storage and use in the Sofia / Bulgaria
purpose of handling customer
support requests

1.7.

Bosch Global Software Technologies GmbH
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BOSCH

Transmission of/access to
personal data:

- Subscriber user id and
email address

- IP address of user

Categories of data:
Employees of customer
(name, email, phone)
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	Bosch.IO GmbH

