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Greater efficiency  
in vehicle testing  
with remote access



The increasing complexity of new vehicle functions 
is leading to a sharp increase in the scope of testing 
in development and engineering processes. Remote 
systems that can be used during test drives to access the 
vehicle from the outside via a data link for the purpose of 
recording measurement data, running diagnostics, and 
flashing software updates offer considerable time- and 
cost-saving potential. With remote vehicle access (RVA), 
Bosch Engineering has developed a powerful, user-friendly 
solution that is universally deployable for all aspects of the 
vehicle and domains and that moreover meets strict safety 
and security requirements.
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Introduction 
It is the dream of every automotive engineer: their own 
prototype vehicle is available on location 24/7 for testing 
new features in any possible way – and at best in direct 
collaboration with colleagues from a variety of disciplines. 
The current reality, however, often looks different. Time 
pressure, short windows of availability, lots of traveling, 
and sometimes quite inconvenient coordination are 
negative influencers. The increasing complexity in vehicles 
and the trend towards electrification and automated 
driving makes the problem even more pronounced, 
and the test vehicle itself becomes more and more of a 
bottleneck.

However, there are ways to make things easier for engineers 
and test drivers and give them back the joy in their work 
even without investing in a larger fleet – all while ensuring 
a fast market launch. This requires a software setup that 
is fit for the future and designed for the challenges typical 
in the industry. With remote vehicle access (RVA), Bosch 
has developed a service that reduces both the time and 
organizational effort for vehicle testing to a minimum. 
Engineers can now connect to the test vehicles remotely 
to transfer data and implement necessary changes at any 
time.

Challenges
The automotive industry is undergoing a radical trans-
formation: ever shorter product life cycles of vehicle 
models have shortened the necessary development 
processes from years to months. At the same time, the 
amount and variance of the features that must prove 
themselves in a real system has grown rapidly. Despite 
this, historically established and astoundingly inflexible 
testing processes continue to be used in the industry. 
The discrepancy is constantly growing between the 
highly complex technical topics being explored – for 
instance, the use of a new algorithm for image recognition 
or discovering the limits of a traction control system – 
and the sometimes very rigid framework conditions in 
which this exploration is taking place. Especially the 
digitalization of many functions and work steps leads to 
test experts having to cover more and more domains and 
topics at the same time. 

For engineers, this can quickly have unwanted conse-
quences: creativity and enthusiasm fade into the 
background as test phases become a stress test and 
organizational effort takes the upper hand. In classic 
prototype tests, for example, the entire team has to be 
on-site. Often, the ideal testing conditions are far away 
from the actual development site, such as on frozen seas 
in the arctic circle. All the engineers involved must travel 
to the site at the same time, which involves extensive 
organization and reduces their already limited time even 
more. At the location, efficiency does not fare much better: 
the test vehicle is driven with the test configuration; then, 

all the data is manually transferred from the on-board 
computer and analyzed. Only then do the engineers on 
location see if the test has been successful. This can 
mean, in the worst case, that the necessary adjustments 
can only be tested during the next free slot. The team 
must extend their stay or make another trip.

This makes each iteration a test of nerves. Even if only 
a small change must be made, the process takes a 
disproportionately long time. The vehicle must be sent 
back to the workshop, the data must be read out and 
verified, and the adjustment must then be loaded into the 
vehicle again. If the opinion of experts from other domains 
is needed, the process is delayed even more. The data 
must be sent to colleagues, and an answer may take time 
due to workload and time zones. In the meantime, the test 
vehicle is already being reconfigured for a different test. 
Days can go by before the original test can be performed 
again. The organizational effort including waiting and 
configuration times is greatly disproportionate to the 
actual measurement and development time. 

Remote access solution
To simplify prototype tests and increase their efficiency, 
we must rethink the entire process. The engineers should 
not have to go to the data, the data should come to 
them – and this should ideally happen in real time. One 
prerequisite for this is already met: most test vehicles 
collect the information about current test drives on a 
car PC. This is permanently installed in the vehicle and 
connected to all the measuring instruments.

For optimal testing, however, it is not sufficient to bundle 
the vehicle data in one central location. On the contrary, 
the engineers need direct access to the car PC in order to 
read out live data and make changes as needed. A remote 
connection to the PC in the vehicle makes exactly this 
possible, regardless of where the engineers are located.

The basis for this is a gateway in the vehicle, which 
communicates with the cloud through a mobile data 
connection and thus enables remote access. The 
engineers can now access the live data from the car PC 
directly during certain tests and have the opportunity 
to give direct feedback to the test drivers. In addition, 
the engineers can update parameters or flash updates 
without being on-site themselves. Iteration loops can 
therefore take place during the test run without a return 
to the workshop.

At the same time, security is of great importance. How 
can it be ensured that only authorized people access the 
vehicle, and no unauthorized remote access endangers 
the test drive or even the test driver? The key here is a 
cloud platform that meets the needs of the automotive 
industry such as security standards, data encryption, and 
user management.

Remote Vehicle Access from Bosch Engineering | November 2021 | 3



Three prerequisites must be met for remote access: a 
data PC in the test vehicle, a gateway for data connection, 
and a high-performance cloud platform. It should be 
said at this point that there are already various software 
solutions that make remote access to a computer 
possible. However, they are often used in isolation and do 
not form a continuous toolchain. As a result, they do not 
completely meet the requirements for vehicle testing. The 
existing solutions introduced to make the work easier do 
not work during the test drive or only to a certain extent. 
Connection disruptions, compatibility problems, or 
corrupt data packets are not only a cause for annoyance, 
but they can also lead to test results that are partially 
unusable. A comprehensive system from a single source, 
on the other hand, allows the engineers to concentrate 
fully on their actual development tasks. 

Remote vehicle access in detail
Bosch is one of the leading automotive suppliers 
worldwide. Components are developed, tested, and 
produced in numerous plants. Therefore, the company 
can rely on comprehensive technical expertise and knows 
exactly what engineers in the field need. This expertise 
has been included in the company’s service portfolio, 
which is available through the Calponia cloud platform. 
The platform has been specially designed to simplify and 
automate complex development processes. 

With its remote vehicle access (RVA) solution, Bosch 
offers a service on the Calponia platform for remotely 
accessing test vehicles – which addresses the needs of 
technical experts at automotive OEMs and development 
service providers. 

Installing RVA typically takes less than 15 minutes. A 
connectivity gateway is connected to the car PC. The 
gateway, in turn, establishes a connection to the Calponia 
cloud platform, which provides the RVA service.

Once the vehicle is connected, the application engineers 
involved log in to the web-based Calponia platform, 
establish a remote desktop connection to the car PC, 
and manage its functions remotely from then on. The 
gateway enables a remote connection to the car PC, thus 
the desktop of the car PC will be transferred and can be 
controlled remotely. The engineer receives direct access 
to the measurement data, can change parameters, and can 
view the effects on the measurement results immediately.

File syncing also allows data to be exchanged between 
the car PC and Calponia in both directions. The engineers 
can then, on the one hand, download data from the car 
PC to perform a more detailed analysis. On the other 
hand, they can also upload new software artifacts onto 
the car PC themselves in order to be flashed. Once it is 
set up, the data transmission runs fully automatically in 
the background through file syncing. If a program on the 
car PC collects data, it can be stored directly in the cloud 
without an engineer having to be connected through a 
remote connection. This leads to greater flexibility. Tests 
can be performed at any time, while all relevant data is 
available regardless of location.

As a solution purely for remote access, RVA does not 
negatively impact the use of the car PC; all the applications 
on the computer in the vehicle can continue to be used 
without limitations.

Fig. 1: Diagram of remote vehicle access using the cloud-based platform Calponia
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Safety First
Vehicle tests lead to the creation of sensitive data that 
should only be available to the project team. A holistic 
security concept that takes into account all critical 
aspects is fundamental when it comes to selecting and 
installing a remote system. 

Of course, the safety of the test driver is of upmost 
importance. The driver receives a message on the car PC 
display before even the smallest parameter is changed. 
Only after confirmation remote access is activated. If the 
remote connection is not used for five minutes, it will be 
terminated automatically. This way, nothing that could 
change the vehicle’s behavior can be carried out without 
the driver’s express approval.

The security concept of remote vehicle  
access is based on multiple pillars  
to protect against unauthorized access:

 ▶ The car PC communicates only with the cloud 
service through its assigned gateway. There is  
no direct connection to the internet.

 ▶ The data is protected by encryption during  
the transmission from the vehicle. 

 ▶ The elements relevant to security are 
continuously adapted both in the cloud and on 
the connectivity gateway, meaning that they 
always represent the latest state of the art.

 ▶ The user-friendly security concept ensures  
that security-related issues are covered by  
the system solution. 

 ▶ Comprehensive project and team management 
options provide a clear assignment of access 
rights.

 ▶ The entire concept is validated with penetration 
tests, which simulate cyberattacks and test 
the effectiveness of the related protective 
mechanisms. 

Real-life example
A Bosch engineering center for automotive electronics 
develops solutions for automated and electrified mobility. 
For this purpose, a test fleet consisting of a two-digit 
number of vehicles is constantly on the road collecting 
important test data.

In the past, situations have occurred in which a vehicle 
needed to be brought back to the workshop – for example, 
to perform software updates, change test parameter 
settings, or fix general problems. In these cases, the 
vehicle was unavailable for up to six hours, and in the 
worst case even for days if the problem occurred shortly 
before a weekend.

Ever since the fleet was equipped with remote vehicle 
access, this situation has greatly improved and the 
engineers and test drivers have saved a lot of time. In the 
event of software-related errors, the engineer can directly 
connect to the vehicle and fix the problem immediately. 
File syncing also makes work easier, saving time for the 
engineers. The data is automatically uploaded to the 
cloud as soon as a measurement is completed. New 
software versions can be uploaded directly to the vehicle 
without the vehicle having to see the workshop. 

Summary
Remote vehicle access aims at making vehicle tests more 
efficient and actively involving all the relevant people 
from different domains in the development process of 
new vehicles or features. With RVA, a wide array of topics 
can be tested and explored with little effort. Especially for 
complex diagnostic and calibration tasks that require the 
expertise of a variety of experts from different areas, the 
opportunity to work together regardless of location pays 
off. If, for example, a new electric drive is being tested 
that also requires the chassis design to be reconsidered 
and adapted, the experts from different fields can all 
log in through the cloud service – even if they are all on 
different continents. They have not only the same data 
available but can also work together directly on the setup. 
Coordination and tests that used to take weeks or even 
months can now be performed flexibly from afar. This 
reduces not only pressure and stress but also creates 
space for the development of innovative solutions.
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Remote vehicle access: what we offer

To access the RVA digital service, Bosch Engineering offers different options depending on whether you desire an all-in-one 
solution including a communication gateway or would like to use your own hardware. If you have any special requirements 
for what the RVA service should do for you, Bosch also provides customized solutions.

You would like to test RVA in 
practical operation? Contact us for 
a customized test package. 

 Trial package

You want to find out more about 
using RVA? Our experts are available 
to provide a custom demonstration. 

Demo

Find out in our webinar how you  
can accelerate and simplify your 
testing and development processes 
with RVA.

Webinar

Additional

Customization

1st time installation

*Lease incl. maintenance and repair purchase

Option 1 Option 2

RVA service 
(incl. updates,1st and 
2nd level support)

Data storage

*HW and cabels

SIM

Data plan

Bosch Engineering GmbH is a wholly owned subsidiary of Robert Bosch GmbH and is head-quartered in Abstatt, 
Germany. As a systems development partner to the automotive industry since 1999, the company with its more 
than 2,800 associates offers development services for powertrains, safety and convenience systems, and electrical 
and electronic systems – from the original concept to series production. Specialized in electronics and software, it 
draws on Bosch’s proven large-scale series production technology to develop tailored solutions for a wide variety of 
applications in passenger cars, commercial vehicles, off-highway and recreational vehicles, and in rail applications, 
ships, and industry. Bosch Engineering GmbH also coordinates all the Bosch Group’s motorsports activities.

Bosch Engineering GmbH
Robert-Bosch-Allee 1 
74232 Abstatt 
Germany 
Tel. +49 7062 911-02

Learn more  
about Calponia

Bosch Mobility Solutions  
on LinkedIn www.bosch-engineering.com
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